
Supporting Networked Computers
Overview

In this chapter, students learn about TCP/IP and some of its component parts, such as IP addresses. They also learn about shares, share permissions, and domain policies.
Preparing to Teach
To prepare to teach this chapter, complete the following tasks:

· Read the entire chapter and complete all the exercises and other step-by-step tasks..

· If your school is in a domain, find out what the domain policies are, and how that will affect the work of help desk team members.

· Prepare folders on your computer that can be used to demonstrate shares and their permissions. Share the folders, and assign the read permission to each help desk team member. Do not allow them any writer permissions.
Topic-by-Topic

Introduction to Networking

In this section, explain the purpose of networks.
Workgroups

In this section, students learn the purpose of workgroups, and how to set one up when there is one computer connected to the Internet.
Setting Up a Workgroup with One Computer Connected to the Internet 
This section can be used as an exercise. Students should perform the steps in this section while or after you demonstrate the task(s). To set up a workgroup, the students must disconnect from any domains. Ensure 
that students have a local computer account with administrative privileges on the computer, or that they know the password to the Administrator account. If they disconnect from the domain, and do not know the credentials of a local computer account, they might not be able to restart the computer.
Making Resources on a Computer Shared or Private in a Workgroup

This section prepares students for Exercise 7-1. Demonstrate the steps in this section. Demonstrate how to share a folder, and how to make a folder private. Have students connect to the shared folders on your hard disk drive, open a document, and then try to save it with a changed name. Explain why they cannot save the document (read permissions only). 
Exercise 7-1: Designate Resources on a Workgroup Computer as Shared or Private

For this exercise, have students work in pairs on networked computers in the same workgroup. After they have completed the exercise, have them try to access their partner’s Help Desk Resources folder. If they cannot access this folder, the permissions were incorrectly assigned. Next, have them try to access their partner’s My Documents folder. If they are able to access this folder, then the permissions were incorrectly configured. 
Limitations of Workgroups

In this section, explain why a workgroup is not the best option for a large help desk team—and why it might suffice for a very small team. If possible, have the network administrator come in to assist you in teaching this section, and the section on domains. 
Domains

In this section, emphasize that domains enable centralized administration. 
Exercise 7-2: Determine Domain Policies
For this exercise, students investigate and document domain policies. The domain policies will always override any local configurations, including configurations for local security.
Introduction to TCP/IP

This section presents a high-level view of TCP/IP, and some basic configurations of network settings. For each subsection, offer explanations from the perspective of client-side networking. For example, explain the effect of DNS on the client.
Using the Repair Command

If icons for the computer network connection(s) do not appear in the system tray, have students locate the connection in My Network Connections.
Using ipconfig

Explain the ipconfig command and what it does. Demonstrate the command with various parameters on your own computer, and then point out the results displayed because of those parameters. Have each student find their computer IP address using the ipconfig command.
Exercise 7-3: Use ipconfig to Change IP Settings

In this exercise, students use the Help and Support Center to investigate ipconfig parameters. The answers to questions 2-4 appear below in italics.

2. What is the command to renew all the IP configurations for all adapters on a computer running on a network that uses DHCP? 

ipconfig /renew
3. What is the command to disable TCP/IP for a particular adapter?
ipconfig /release
4. What is the command to see all TCP/IP information for all adapters on a computer?
ipconfig /all
Exercise 7-4: Configure TCP/IP Properties for a Network Connection

In this exercise, students change the TCP/IP properties on a single network connection on their computers. They first record their automatically configured IP address. Then, they change the TCP/IP settings to use a static IP address, and enter their previous IP address.

They will then restore the connection to one that is automatically updated. At the end of the exercise, the IP address of the computer should be different than at the beginning. Help students understand why the default gateway, subnet mask, and other information did not change.
Solving Networking Problems

At this point, introduce the Troubleshooting Networked Computers Job Aid found in Appendix A. Review it with students, and relate it to what you have discussed in this chapter. Students will use the job aid throughout the rest of the chapter. 
Determining if the Problem Requires Client Configuration

In this section, discuss with students how to determine if the problem requires client configuration. Solving Problems with Access to Network Resources

In this section, students learn to troubleshoot networked computers. Use the job aid in conjunction with the test.

Demonstrate the ping utility by having one student turn on a computer, and another student turn off a computer. Show the results of pinging the two computers.
Configuring Internet Options on a Client Computer 
In this section, have students follow along as you discuss the configuration options available on each tab.
Exercise 7-5: Document Internet Options Settings for Your School

For this exercise, assign students to teams. Each team should be assigned one tab in the Internet Options dialog box. Have the teams properly configure the tab, and then take a screen shot of it. Select one of the Help Desk Resources folder that you shared earlier in this chapter, and have each team place the screen shot of their properly configured tab in the folder. Select one or more team members to create a document that illustrates the proper configuration of each tab, with explanations.
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