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Supporting Networked Computers
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The help desk’s primary task in supporting networked computers is enabling them to connect to their network and resources on the network. In a larger context, supporting networked computers can mean actually managing a network, but those skills are outside the scope of work performed by a help desk technician. In this chapter, you learn the network support tasks that can be performed on a Windows XP Professional client.

Introduction to Networking

Computers on a network can share information and other resources. Resources are tools or data that users need, including hardware, such as printers and scanners, applications, data files, and more. You network computers so that users can gain access to the resources on different computers from a single location. Most times, all the computers in a school computer lab, along with all the printers, scanners, and other similar resources, are networked together. The Internet is a very large network of computers, designed to enable users to access resources worldwide.

Workgroups

There are two types of Microsoft Windows networks: workgroups and domains. A workgroup is a grouping of computers that share resources, such as files and printers, by being connected via a network. You might setup a workgroup for all the computers in a computer lab so that they can communicate, and use the same printer and scanner. A workgroup is referred to as a peer-to-peer network because all the computers in the group share resources as equals, or as “peers.” There is no need for a dedicated server to manage network resources or communication. For this reason, small organizations often employ workgroups, thus saving themselves the additional expense of a server and server software. However, servers can be added to networks. Servers in a network are called standalone servers. Servers in workgroups often hold files or applications that users in the network need.

Another advantage of workgroups is that you need only a single computer connected to the Internet in order for all the computers in the group to have Internet access. This computer is the only one visible from the Internet as well. 

Setting Up a Workgroup with One Computer Connected to the Internet

To set up a workgroup, you must complete the Network Setup Wizard on each of the computers you want to join to the workgroup. Completing this wizard enables the computers to communicate. It also enables the Internet Connection Firewall (ICF) protection tool on the computer that connects to the Internet. ICF is software that provides a boundary between the network and the outside world.

To set up a workgroup, do the following:

1.
Ensure that the computer that you want to connect to the Internet can access the Internet.

2.
Determine a name for your workgroup. The workgroup name should be descriptive; for example, Computer Lab. The name cannot contain any of the following characters: ; : " < > * + = \ | ? ,.
3.
Ensure that all computers that you want to join to the workgroup are physically connected to the network via network cables or phone lines.

4.
Run the Network Setup Wizard on each computer that you want to connect to the workgroup. To start the wizard click Start, click Control Panel click Network and Internet Connections, double-click Network Connections, and then under Network Tasks, click Setup a home or small office network. Type the name of the workgroup when prompted.

Making Resources on a Computer Shared or Private in a Workgroup

In a workgroup, users can designate which resources are shared and which are private. This means that a user can work on a computer that is part of a workgroup, but still keep their work private. For example, a user might want to share all the documents in a folder named Sales Reports, but keep all the documents in her My Documents folder private. This is easy to do in a workgroup.

To share resources in a workgroup, do the following:

1.
Right-click Start, and then click Explore.

2.
Navigate to the folder that you want to share, right-click the folder, and then click Sharing And Security.

3.
On the Sharing tab, click Share This Folder on the network, and type a name in the Share Name box.
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Figure 7-1

Specifying a folder to share

To mark resources as private in a workgroup, do the following:

1.
Open My Computer. 

2.
Double-click the drive where Windows is installed (for example, C:)

3.
Double click Documents And Settings.

4.
Double-click your user folder.

5.
Right-click any folder inside your user profile, and then click Properties.

6.
On the Sharing tab, select the Make This Folder Private 
check box.

Exercise 7-1: Designate Resources on a Workgroup Computer as Shared or Private

In this exercise, you share a folder on a computer in a workgroup, and then make another folder private. 

1.
Create a folder on your computer named Help Desk Resources.

2.
On the computer on which you usually work, go to the folder named Help Desk Resources, and share it. Ensure that each member of your help desk has Full Control access to the folder.

3.
On the computer on which you usually work, make your My Documents folder private.
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Configuring Security in a Workgroup

Security settings should be configured on all computers in a workgroup. You can do so by setting them on each computer individually, or by working remotely. To configure the security settings on a computer, you must be a member of the local Administrators group. Because security is critical to any network, it is usually configured by the network administrator. Never configure security settings without the supervision of a qualified professional.

Limitations of Workgroups

Workgroups are most effective for networks with 10 or fewer computers. In a workgroup, all user accounts are local, meaning each user must have a local user account on each computer to which he or she needs to gain access. When a change is made to a user account in a workgroup, the change must be made on each individual computer in the workgroup so that the user continues to have access to all of the needed resources. If your school has a computer lab to which all members of the school have access, and the computers require users to log on with a username and password (always a good idea), then each computer must have a user account established for every user who might use it. If every user in the school is permitted to use every computer, that means you will have a lot of user accounts to maintain!

Domains

Domains are a type of network in which the administration of user and group accounts, computer accounts, and account policies can be centralized. In a domain, every computer has a computer account, and every user has a user account. Each account is subject to the Group Policy, Account Policy, and Computer Policy configured for the domain. The domain can only be accessed from a computer that is joined to the domain through an established computer account. A user cannot access a domain from a computer that is not part of the domain, even if the user has a valid user account.

Because user accounts, computer accounts, and security policies are administered at the domain level, a user might find that he or she cannot change a particular setting on a local computer. For example, some schools restrict the ability to change the desktop, or to save files to any location except removable media, such as a floppy disk or USB drive. These settings are called domain policies. Help desk technicians do not administer domain policies, but if your school computers are on a domain, you should be aware of the domain policies so that you do not attempt to change something controlled by those policies.

Exercise 7-2: Determine Domain Policies

If your school is on a domain, contact your domain administrator and determine the policies enforced for the actions listed below.

1.
Changing the screen saver. Who can change a screen saver? Are all options available?

________________________________________________

________________________________________________

2.
Saving files. To which drives and folders may users save documents?

________________________________________________

________________________________________________

3.
Account lockout policy. How many attempts to supply a correct password can a user make before the account is locked out?

________________________________________________

________________________________________________

4.
Password policy. What are the complexity requirements for passwords? How many passwords are remembered in the password history?

________________________________________________

________________________________________________

5.
Adding computer accounts to the domain. Who can add computer accounts to the domain, and how many can they add?

________________________________________________

________________________________________________

Introduction to TCP/IP

Networks, or groups of computers that can communicate with each other, are able to work because they share a protocol. A protocol is a set of rules for exchanging information between computers. Think of a protocol as a language—if people do not speak the same language, they cannot communicate. The same is true for computers. Transmission Control Protocol/Internet Protocol (TCP/IP) is the protocol that supports the Internet, and is the most used protocol for private networks. In Windows XP, TCP/IP is automatically installed.

What is an IP Address?

On a TCP/IP network, you must provide IP addresses to clients. An IP address is like a mailing address. Without it, a client computer cannot send or receive information, and therefore cannot send e-mail, reach the Internet, or exchange information with other computers. IP addresses are in quartets, or four parts, each of which has up to three numbers; for example, 172.28.141.32. Some of the quartets identify the network that the computer is on, and some of them identify the specific computer on the network. Computers are not the only resources that need IP addresses. On a network, all hardware has an IP address, including networked printers. A networked printer is connected directly to a network, rather than connected to an individual computer, and then shared. Within a single computer, multiple adapters might exist. Adapters can represent physical interfaces, like a NIC, or logical interfaces, such as a dial-up connection. Each adapter can have its own IP address.

What is a Subnet Mask?

The subnet mask determines which parts of the IP address identify the network, and which identify the computer. Subnet masks are also in quartets, and are usually in the form 255.x.x.x, where each x can also be 255; for example, 255.255.255.0. Each school will have a subnet mask. Understanding IP addressing and subnet masking is a straightforward but time-consuming process. For the most part, you will only need to know what the subnet mask is for your school. 

What is DHCP?

In most schools, and for most workstations, the client computers should be configured to use Dynamic Host Configuration Protocol (DHCP). This enables client computers to obtain IP addresses dynamically, meaning that the client is served an IP address when the user wants to use the network. Using DHCP allows a large network to share IP addresses. If you do not use DHCP, then you must manually enter a static IP address on each client computer. This is time-consuming, and should only be performed by or under the supervision of your network administrator. DHCP also automatically configures the appropriate subnet mask for the client computer.

What is DNS?

Domain Name System (DNS) is a database that associates IP addresses to computer names and other information. A DNS enables you to contact a computer by using a friendly computer name (such as Barbara’s Computer) instead of having to know the IP address of the computer. The DNS service resides on a DNS server in a domain. A DNS is not present in workgroups.

Using the Repair Command

The first step in troubleshooting a networking problem is making sure that the network connection is functioning and connected. Windows XP Professional offers an easy way to check and repair a connection. To check the status of a network connection, and repair it if necessary, do the following:

1.
Locate the icon for the network connection in the system tray. The system tray normally appears on the far right side of the Windows taskbar (the bar at the bottom of your screen). The icon for the network connection usually looks like a small computer screen. Hover over the network icon to see the network connection it represents.

2.
Right-click the icon for the desired network connection, and then click Status.

3.
If the status says connected, then the computer is connected to the specified network. If it says disconnected, it needs to be repaired. Either way, close the Status box.

4.
If the connection needs to be repaired, then right-click the icon for the connection and click Repair. Windows XP Professional attempts to ensure that the connection is functional. If it is not functional, it attempts to reconnect to the network. 

Using ipconfig

The ipconfig command is a command-line utility. A command-line utility is one that you run while in the command-line, non-GUI mode. This is sometimes called “DOS mode” because when computers only had a DOS operating system, this was how all commands were run.

To run the basic ipconfig command, do the following:

1.
Click Start, click Run, type cmd (for command line mode) and then click OK.

2.
In the command window, type ipconfig, and then press Enter. The screen looks like that shown in Figure 7-2.
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Figure 7-2

Running ipconfig

In the window, you see information for each connection present on the computer; for example, a LAN and a wireless connection are shown in Figure 7-2. This information includes the IP address, the subnet mask, and the default gateway. 

There are many parameters available for use with the ipconfig command. A parameter is something you append to a command to make it more specific. The command ipconfig returns the current information for the adapters on the computer. You can also perform the following tasks by using ipconfig with parameters:

· Release an adapter’s IP address to make it available to another computer or adapter.

· Renew an adapter’s IP address.

Change DNS servers that the client uses.

Exercise 7-3: Use ipconfig to Change IP Settings

In this exercise, you investigate the parameters available for use with the ipconfig command. You then find the TCP/IP settings for a computer, record them, and then change those settings.

1.
Access the Help And Support Center, search for ipconfig, and then click ipconfig. Use the information you find to answer the following questions.

2.
What is the command to renew all the IP configurations for all adapters on a computer running on a network that uses DHCP?

________________________________________________

3.
What is the command to disable TCP/IP for a particular adapter?

________________________________________________

4.
What is the command to see all TCP/IP information for all adapters on a computer?

________________________________________________

5.
Find the following information for your computer, and record it below:

IP address:

___________________________________________

Subnet mask

___________________________________________

Default gateway: 

___________________________________________

6.
If you are on a network that uses DHCP, change the IP address by using the ipconfig command that will immediately obtain a new IP address. Then, record the following information.

New IP address:

___________________________________________

New subnet mask:

___________________________________________

New default gateway:

___________________________________________

7.
What information changed? What information did not change? Why or why not?

________________________________________________

________________________________________________

You can configure the TCP/IP properties for each network connection. Before you configure these properties, you must have the following information:

· Does your network use DHCP, or static IP addressing? If static, what is the IP address for the connection you will modify?

· What is the default subnet mask for your school?

What is the default gateway address for your school?

Exercise 7-4: Configure TCP/IP Properties for a Network Connection
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In this exercise, you configure the TCP/IP properties for a network connection.

1.
Obtain and record the IP address, subnet mask, and default gateway information for the connection that you will modify (see Exercise 7-3 for detailed steps).

IP address: 

__________________________________________

Subnet mask: 

__________________________________________

Default gateway:

__________________________________________

2.
Click Start, click Connect To, and then click Show All Connections.

3.
Right-click the network connection that you want to modify, and then click Properties.

4.
On the General tab of the connection’s Properties dialog box, click Internet Protocol (TCP/IP), as shown in Figure 7-3, and then click Properties.
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Figure 7-3

TCP/IP properties

5.
Select the Use The Following IP Address button, enter the information you recorded in step 1 above, and then click OK. You have just changed the IP address from a dynamically obtained address to a static IP address.

6.
Go back to the TCP/IP properties for this network connection, and change the properties by selecting the Obtain An IP Address Automatically button. You have now re-enabled dynamic updating of the IP address.

7.
Obtain and record the IP address, subnet mask, and default gateway information for the connection (see Exercise 7-3 for detailed steps).

IP address: 

_________________________________________

Subnet mask: 

_________________________________________

Default gateway: 

_________________________________________

8.
What information changed? What information did not? Why or why not?

________________________________________________

________________________________________________

Solving Networking Problems

The inability to access the Internet or the resources on a network is a common networking problem. Frequently, it can be solved by configuring the client computer.

Determining if the Problem Requires Client Configuration

The first step in solving networking problems is to determine if the problem is with the client, the network, or with the resource that the user is trying to reach. A systematic approach will help you establish if the problem is related to the client computer, and therefore requires client configuration. First, determine the following:

· Is the client computer physically attached to the network? (Of course, this does not apply to wireless laptops. For wireless laptops, check for an IP address.)
· Is the client computer a member of the required workgroup or domain?

· Does the network adapter have an IP address? If not, obtain one by using the Repair command, the ipconfig command-line utility, or by manually entering one in the TCP/IP properties for the network connection.

Is the subnet mask and default gateway information correct for the client? If not, correctly configure the TCP/IP properties.

If all the TCP/IP properties for the client network adapter are configured properly, then you can be fairly sure that the problem is not with the client computer’s connection to the network. Other reasons for the  networking problem could be that the client computer is not properly connected to the network, the resource is not properly connected to the network, or the user does not have sufficient privileges to access the resource.

After you have determined that the client computer is properly connected to the network and properly configured, you must make sure that the computer on which a resource resides, or the resource itself, is available on the network. You can ensure that a computer on which a resource resides is connected to the network by using the ping utility.

To use the ping utility, do the following:

1.
Click Start, click Run, type cmd, and then click OK.

2.
In the Command window, type ping computername, where computername is the DNS name of the computer on which the resource resides. If your network does not use DNS, type ping ipaddress, where ipaddress is the IP address of the computer on which the resource resides.

If you see a response of Request timed out, then the computer on which the resource resides is not available to the network. That computer must be properly connected for the user to reach the desired resources.

If both the user’s computer and the computer on which the resource resides are properly connected to the computer, the problem might be with share, or folder, permissions. Check the permissions for the share in which the resource resides to ensure that the user who is trying to access the resource has the proper permissions. If the user has not been granted permissions, then establish those permissions if appropriate. Check with your network administrator on the user’s eligibility to have access to the resource. Also, you should consult the network administrator if you cannot resolve the problem with user access to the resource.

Configuring Internet Options on a 
Client Computer

One of the most frequent problems you will hear from users is the inability to access the Internet, or to access specific sites. This is usually caused by the incorrect configuration of Internet Options. To properly configure Internet Options, you must know whether your school uses a proxy server. If it does, you must know the name of the proxy server and the port it uses.

You configure the Internet Options of a client computer running Windows XP Professional in the Internet Explorer application. To access Internet Options, open Internet Explorer, click Tools, and then click Internet Options. As shown in Figure 7-4, the Internet Options dialog box contains several tabs, each of which has configurable options.
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Figure 7-4

Internet Options dialog box

Some of the settings you can change in the Internet Options dialog box are:

· The page (called the home page) that displays first when a user opens Internet Explorer.

· The length of time to keep cached Web pages.

The configuration of security, privacy, content, connections, and associated programs, such as the e-mail program to use if you click an e-mail link on a Web site.

The Internet Options policies for your school are most likely determined by your network administrator and the school leadership. They should provide you with the information you need to configure the settings in the Internet Options dialog box. A description of the configurable options follows.

The General Tab

On the General tab, you can configure the following settings:

· The home page that displays when a user starts Internet Explorer.

· The storage and refreshing of temporary Internet files. Click the Settings button to configure the frequency that stored pages are updated, the amount of space temporary Internet files are allotted, and the location of the files.

The number of days that Internet Explorer should keep track of Web pages that the user has viewed. Internet Explorer creates shortcuts to these pages to increase performance.

The Security Tab

On the Security tab, you can specify the security settings for each Internet zone. There are four zones, which are described below, and you set the security level for each zone. 


[image: image8]
· Internet. This zone applies to all sites not on your local network. The default security level is Medium.

· Local Intranet. This zone represents your local network. The default setting is Medium-low.

· Trusted Sites. This zone contains sites that you trust not to inflict damage on your computer or network. You must add sites to this zone by clicking the zone, and then clicking Sites. This zone enables you to put specific Internet sites in a special class, and configure them all with the same security level. The default security level is Low.

Restricted Sites. This zone contains sites that could potentially damage your computer or data. You must add sites to this zone by clicking the zone, and then clicking Sites. This zone enables you to put specific Internet sites in a special class, and configure them all with the same security level. The default security level is High.

The Privacy Tab

The Privacy tab enables you to determine how Internet cookies are handled for the Internet zone. A cookie is a program created by a Web site and stored on your computer to store information, such as your preferences when visiting that site. Some cookies can also track information about your Web navigation habits and report them back to the organization that hosts the Web site. Through options on the Privacy tab, you can individually configure (or edit) the handling of cookies for specific Web sites by adding the sites to a special list. 

The Content Tab

The Content tab enables you to control the types of content that users of the computer are able to access, as well as to choose how the user is identified.
· The Content Advisor enables you to specify the level of content users can access. The levels are determined by ratings on language, nudity, sex, and violence. These settings will be determined by your school leadership, and can be influenced by state or federal laws.

· Certificates enable you to specify how users, certificate authorities, and publishers are identified.

The Personal Information AutoComplete option enables users to determine whether or not they want information they have supplied in the past to a Web site to be automatically loaded again each time they visit that Web site. For example, you might want the Web site for your bank to automatically load your account number each time you visit the site. In general, the AutoComplete feature should not be enabled on shared computers to protect users’ private data. The Personal Information options also include a setting for storing profile information. In most cases, this setting would not be used in a school environment.

The Connections Tab

The Connections tab contains the configuration options for any dial-up or virtual private network (VPN) connections on the computer, as well as for the local area network (LAN) settings. You can add, remove, and configure dial-up and VPN settings. However, in a school setting you will most likely configure only the LAN settings. To do so, click the LAN Settings button. 

In the Local Area Network (LAN) Settings dialog box (see Figure 7-5), you determine whether or not the LAN setting should be automatically configured. Your network administrator should determine the appropriate values for these settings. The network administrator should also determine whether or not to use a proxy server, and the port it should use. You access the Proxy Settings dialog box (see Figure 7-5) by clicking the Advanced button. 
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Figure 7-5

Local Area Network (LAN) Settings

When a user cannot access Internet sites, it is often because the LAN settings in Internet Explorer are configured incorrectly. A help desk technician must know what the proper settings are, and make sure that the user’s computer is configured to use them.

The Programs Tab

On the Programs tab, you can specify which programs Windows XP Professional uses for each Internet Service, including:

· HTML editor

· E-mail

· Newsgroups

· Internet calls

· Calendar

Contacts list

You can also determine whether or not Internet Explorer checks to see if it is the default Web browser. If your school has determined to support only Internet Explorer as a browser, then you should enable this feature by clicking the check box at the bottom of the Programs tab.

The Advanced Tab

The Advanced tab enables you to configure individual settings that affect accessibility, browsing, HTTP settings, multimedia, printing, and security. You should not change these settings unless specifically instructed to do so.

Exercise 7-5: Document Internet Options Settings for Your School

To effectively troubleshoot Internet connectivity, every help desk technician must know the proper Internet Options settings. In this exercise, you determine the proper settings for each tab in the Internet Options dialog box.

1.
Form teams, with each team assigned a tab in the Internet Options dialog box. The team is responsible for understanding all the settings on the assigned tab and its associated dialog boxes or properties sheets.

2.
Meet with your network administrator to determine the proper settings for each tab, and any dialog boxes or properties sheets that are accessed from the tab.

3.
Configure the tab and related dialog boxes or properties sheets correctly, and then generate pictures of each by performing the following steps.

a.
Open Microsoft Paint. Click Start, click All Programs, click Accessories, and then click Paint.

b.
Click the properly configured tab or other dialog box, and then press Alt+Tab.

c.
In Paint, click the Edit menu, click Paste, click Edit, and then click Copy To.

d.
In the Copy To dialog box, enter a name for the picture (such as the tab name, followed by the name of a dialog box or properties sheet that you open from the tab). The file will be saved as a Windows bitmap file.

e.
Save all the files to a central share.

4.
Elect one member of the team to insert all the picture files in a single Microsoft Word document. Name the document IE Configuration, and save it to the shared folder, Help Desk Resources, that you created in Exercise 7-1.

Click here for the print version
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After completing this chapter, you will be able to:


Define the main concepts of networking, including the roles of TCP/IP, IP addresses, and subnet masks.


Set up a workgroup.


Share resources in a workgroup or keep them private.


Determine domain policies.


Find and renew IP addresses.


Set subnet masks.


Repair network connections.


Determine if a network connection problem originates with the client.


Set up Internet Options in Internet Explorer.





Tip


It is a good idea to remove the Everyone Group, and individually add permissions. This ensures that only those specific users to whom you provide access can gain access to the folder you share.





More Information


For more information on the steps for sharing resources and making them private, search for “Sharing and Security” in the Help And Support Center.





Important


This exercise assumes that your school network uses DHCP. If it does not, your instructor will modify this exercise for you.





Important


You should never set a security level lower than the default level. 









